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Abstract
High-energy accelerators use RF field to accelerate charged particles.
Measurements of effective field parameters (amplitude and phase) are tasks
of great importance in these facilities. The RF signal is downconverted in
frequency but keeping the information about amplitude and phase and then
sampled in ADC. One of the several tasks for LLRF control system is to
estimate the amplitude and phase (or I and Q components) of the RF signal.
These parameters are further used in the control algorithm. The XFEL
accelerator will be built using a single-tunnel concept. Therefore electronic
devices (including LLRF control system) will be exposed to ionizing
radiation, particularly to a neutron flux generating SEUs in digital circuits.
The algorithms implemented in FPGA/DSP should therefore be
SEU-tolerant. This paper presents the application of the WCC method to
obtain immunity of IQ detection algorithm to SEUs. The VHDL
implementation of this algorithm in Xilinx Virtex II Pro FPGA is presented,
together with results of simulation proving the algorithm suitability for
systems operating in the presence of SEUs.
Keywords: IQ detection, SEU, SEU-tolerant, algorithm, FPGA

1. Introduction
The RF (radio frequency) field accelerating charged particles
in accelerators has to be precisely stabilized in order to
obtain the required beam parameters [1–5]. The requirement
of a low energy spread of the beam demands a constant
accelerating gradient that is stabilized by the complex LLRF
(low level radio frequency) control system [6]. The very
tight requirements on field stability in modern accelerator
control systems require application of digital signal processing
techniques based on FPGAs/DSPs (field programmable gate
arrays/digital signal processors).
The XFEL (X-Ray Free Electron Laser) will be built in
the next few years at DESY Hamburg [1]. The laser will
be driven by an electron linear accelerator controlled by the
LLRF system. The accelerator components will be placed in
a single tunnel to save costs [1]. The control system must
be designed in a robust fashion since the components placed
in the tunnel are not accessible during accelerator operation.
Additionally, they operate close to the accelerator beam pipe
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and hence are exposed to neutron and gamma radiation. The
faults tolerance of the control system (implemented both in
hardware and in software) helps to fulfil high availability and
reliability requirements of the whole system.
The single RF station of XFEL will consist of
four accelerating cryomodules (each composed of eight
superconducting cavities) and a klystron supplying the RF
power controlled by the LLRF system [1]. The RF system
will have a similar architecture to that operated presently in
FLASH (Free-Electron LASer in Hamburg) [2, 7]. The LLRF
(figure 1) of the XFEL will be designed as a closed loop
digital control (identical to the LLRF operated in FLASH).
The state of RF electromagnetic field filling the accelerating
cavities is measured by sensors determining electric field,
forward power and reflected power signals (Vacc, Ainc, Aref—
see figure 1). All of them are RF signals and their digital
processing requires downconversion to intermediate frequency
(fIF ) signals, preserving information about the amplitude and
phase of the RF field. The IF (intermediate frequency) signals
are sampled by ADCs (analogue-to-digital converters) with
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Figure 1. The LLRF control system architecture for XFEL linear accelerator [1] (simplified picture of single accelerating module, showing
only the parts covered in the paper).

sampling rate fS and the computation block has to calculate the
I and Q (in phase and quadrature) components. Consequently,
the I and Q components of the original RF signal will be
determined. The I and Q for each cavity require calibration in
amplitude and phase due to different cable lengths, variations
in external Q of the probe and downconverter characteristics.
The samples of accelerating voltages (Vacc—see figure 1)
from all cavities driven by the same RF power station (klystron)
are used to calculate the vector sum. The current value of the
vector sum is compared to the setpoint and the error signal is
driving a regulator that can be a simple PI controller or a much
more complex filter [6, 8, 9]. Regulator outputs (I and Q)
drive the vector modulator through DACs (digital-to-analogue
converter), providing the required input signal to the klystron
which drives the cavities. The control system has to keep
stable amplitude and phase of the RF field in cavities in spite
of beam influence, noises and drifts in the system and other
disturbances.

2. IQ detection
The very first stage in the digital control loop (figure 1)
is a field detection subsystem. The intermediate frequency
analogue signal x(t) = A sin(2πfIF t + ϕ) = I sin(2πfIF t) +
Q cos(2πfIF t) where A is an amplitude and ϕ is a phase related
to the reference oscillator signal is sampled by ADC with a
constant sampling rate fS . The task is to calculate the I and Q
components from these samples.
2.1. Direct IQ detection scheme
When one takes into account two successive samples of the IF
signal then (1) can be written as

x1 = x(t1 ) = A sin(ωt1 + ϕ) + uoff
= I sin(ωt1 ) + Q cos(ωt1 ) + uoff
x2 = x(t2 ) = A sin(ωt2 + ϕ) + uoff

(1)

= A sin(ωt1 + ϕ + ϕ) + uoff
= I sin(ωt1 + ϕ) + Q cos(ωt1 + ϕ) + uoff
where ω = 2πfIF ; ϕ = 2πfIF /fS is a phase advance between
successive samples and uoff is the sum of an ADC and an
amplifier dc offset.
Solving (1) one obtains the I and Q components (2),
I =−

(x1 − uoff ) cos(ωt1 + ϕ) − (x2 − uoff ) cos ωt1
sin ϕ

(x1 − uoff ) sin(ωt1 + ϕ) − (x2 − uoff ) sin ωt1
Q=
.
sin ϕ

(2)

It should be noted that sin ϕ must not be equal to zero
and therefore phase advance ϕ cannot be a multiple of π.
Hardware implementation of equations (2) requires two adders
and three multipliers operating at full speed for each of I
and Q (assuming keeping computed (x2 − uoff ) in register,
that becomes (x1 − uoff ) in the next iteration). It is worth
mentioning that offset uoff must be known precisely since
the unbalanced offset is reflected in output I Q vector by an
error vector rotating with the frequency fIF . The I and Q
components calculated according to (2) are also sensitive to
ADC noise particularly for high fS and moderate fIF . The
ADC noise is propagated to the I and Q values with factor
|2/sin ϕ| (in the worst case) and when |sin ϕ|  1 the
noise can be significantly amplified (e.g. for phase advance
ϕ = 11◦ the noise in I and Q can be one order of magnitude
higher than ADC noise).
The method of IQ detection based on (2) uses only two
successive signal samples, thus giving the lowest possible
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latency. However, due to the high utilization of FPGA
resources (in total four adders and six multipliers) and offset
dependence of I and Q the implementation of (2) in a FPGA
is not advisable.
2.2. IQ detection scheme using samples from an integer
number of IF periods
The direct IQ detection scheme calculates the I and Q
components at the same rate as the sampling process.
However, such a high rate is not usually needed since the
other parts in the control loop (figure 1) limit the bandwidth
[6]. Therefore, the I and Q components can be averaged during
a given time (it should be short compared to the dynamics of
the cavity signal), thus reducing the sampling rate of I and Q
and lowering the noise level. In such a case the new method
of I and Q detection (3) can be used [10],
I=

N −1
2 
xi sin(i · ϕ)
N i=0

N −1
2 
Q=
xi cos(i · ϕ).
N i=0

(3)

This method assumes perfect synchronization between the
IF signal and the sampling process and uses N samples taken
during M periods of the IF signal (M, N : integer numbers).
Taking into account more samples than necessary leads to the
statistical improvement of calculated I and Q values, but on
the other hand increases the latency of the system.
The phase advance ϕ = 2πfIF /fS = 2πM/N being
a multiple of π cannot be used since it leads to a linear
dependence between successive samples [10]. The 2M/N
consequently cannot be an integer and the lowest possible
number of samples N is equal to 3 that makes latency slightly
worse compared to the direct method of I and Q calculations
using (2).
Equations (3) are easy to implement in FPGA and require
only two multipliers and two accumulators working at full
speed for both I and Q. The final scaling by 2/N can be done
with an additional multiplier operating at the fS /N frequency
or it can be substituted by a wire shift (scaling by the power of
2) if the sin/cos tables are scaled accordingly in advance. The
necessary scaling factor F can be calculated by decomposition
of the number 2/N according to (4):
2
(4)
= F · 2K
N
where 1  F < 2 and K is a negative integer number.
The sin/cos tables must be N entries long. They can be
implemented in FPGA as a ROM memory (using e.g. lookup
tables) or as a memory block provided for storing coefficients
for multipliers (this is a better way—usually it gives higher
performance).
Assuming the application of 14 bit ADCs, fIF = 50 MHz
and I and Q calculations based on three successive samples
fS can be 75 MHz (N = 3, M = 2, ϕ = 240◦ ) giving the
IQ detection latency equal to 40 ns. The fIF = 1 MHz while
fS = 100 MHz (N = 100, M = 1, ϕ = 4.8◦ ) gives the
latency of 1 µs while noise due to averaging is reduced by a
factor of 10 (square root of 100).
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The important feature of this method is an insensitivity
to the offset value voff . Since the samples are taken from
M whole periods of IF signal, the offset is cancelled due to
the periodic nature of sin and cos functions. Another benefit
comes from the possibility of trade-off between latency and
noise reduction due to averaging.
2.3. Additional features of IQ detection algorithm
The control algorithm of the LLRF system (figure 1) has to take
into account the differences in signal delay and attenuation
in each cavity channel (caused by different cable lengths).
Therefore the signal must be calibrated in amplitude and phase.
The calibration is performed by the magnitude scaling of the
IQ vector by factor g and phase shift by angle α (5) [6]:
 
 

a −b I
Ical
=
(5)
Qcal
b a
Q
where a = g cos α, b = g sin α.
The hardware implementation of the calibration step
according to (5) requires four multipliers and two adders.
However, using slightly modified formulae (3) one can obtain
the calibration ‘for free’ (6) while I and Q are calculated as
Ical =

Qcal

N −1
2 
= xi (g sin(iϕ − α))
N i=0

N −1
2 
=
= xi (g cos(iϕ − α)).
N i=0

(6)

The only cost of parallel calibration while computing
the IQ vector is the parametrization of sin/cos tables. Each
input channel has to have its own sin/cos tables where the
calibration parameters are taken into account. For hardware
FPGA implementation it is not a big problem since usually
multipliers are connected internally to the special memory
blocks provided for coefficient storage. Utilization of those
memory blocks gives optimal performance of the chip while
using a single-memory block for all sin/cos tables reduces
performance significantly.

3. SEU tolerance
The ionizing radiation has a negative influence on electronic
devices. It reduces the lifetime of the circuit and also
can cause temporary malfunction during circuit operation
[11, 12].
The temporary effects (single event effects—SEE) are
caused by charged particles energetic enough to ionize the
semiconductor by generating excessive electron/hole pairs
[12–15].
The single-event transients (SET) [16] caused by
temporary ionization of the semiconductor resulting in current
pulses can propagate through the circuit logic and generate
faulty signals. These disturbances are only temporary and
after a short period (usually below a nanosecond) the SET
vanishes. Different situations occur when the SET is locked
in a data storage component (flip-flop, register or memory). In
such a case the SET is no longer temporary, but permanently
changes information stored in the affected component (single
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event upset) [17, 18], however restoring information to the
previous state recovers normal operation of the circuit.
It is estimated that the SEU rate will become the most
limiting factor of further integration scale growth [19, 20] since
it rises faster than the integration scale foreseen by Moore’s
law.
It should be mentioned that in the case of SRAM-based
FPGAs SEUs can occur not only in the working registers
and memory but also in the configuration memory [21, 22].
The SEU in the configuration memory can change both
the functionality of the FPGA cell and the programmable
connections between them.
3.1. SEU mitigation techniques
The SEE countermeasures can be applied on various levels of
circuit design. The fabrication process-based techniques allow
obtaining radiation immunity using e.g. silicon-on-insulator
(SOI) devices equipped with guarding rings for charge
collection, high supply voltage and additional components
(capacitors and resistors) increasing the energy level the
particle has to deposit in the semiconductor in order to
generate SEE [23–25]. These technological countermeasures
usually make the circuit costs extremely high and also often
significantly degrade the circuit performance. Additionally
they may not be used on the system level design where the
designer cannot choose the parameters of the technological
manufacturing process and has to use commercially available
components.
An SEU mitigation solution can be also obtained by using
redundancy in information processed by the circuit. The wellknown triple modular redundancy (TMR) together with the
voting circuit allows us to detect and correct single errors
induced by SEU. The data stored in registers and memory can
be secured by using error-correcting codes like the Hamming
or Reed–Solomon ones. Application of TRM and errorcorrecting codes give different results (in the sense of required
overhead) depending on the kind and size of the protected
functional block [27]. The SETs can be mitigated using time
redundancy [26].
All these methods require utilization of more resources
and/or more time to process signals in comparison with the
circuit with no redundancy (in the case of TMR over three
times more resources are needed). Therefore other methods
that can reduce the resource utilization while keeping high
processing speed are strongly awaited.
The methods using algorithm-based fault tolerance
(ABFT) techniques [29, 30, 32–35] move the SEU tolerance
mechanisms to a high level of abstraction and allow us to
improve the reliability of the system with minimum hardware
and processing time overhead.

4. SEU-tolerant IQ detection algorithm
The IQ detection algorithm given in (3) is susceptible to SEU
that can occur in sin/cos tables, accumulator registers and
output registers. Also the functionality of computational
blocks can be changed when SEU occurs in the FPGA
configuration memory.
All these effects can result in
erroneously computed I and Q values that affect the regulator

output (figure 1), not only degrading the beam energy stability
but also activating interlocks when the klystron is overdriven.
Evidently, it is possible to obtain SEU tolerance by
application of TMR but since the FPGA resources are limited
and there are other functions the FPGA must perform, a method
for reduction of resource utilization is highly desirable.
It is possible to significantly reduce the resource overheads
still holding the SEU tolerance by using a smart algorithm for
data processing. The IQ detection algorithm (3) can be also
written in a matrix form (7):
⎡ ⎤
x1
 

 ⎢x ⎥
2 sin α1 sin α2 · · · sin αN ⎢ 2 ⎥
I
=
⎢ . ⎥ = AX
Q
N cos α1 cos α2 · · · cos αN ⎣ .. ⎦
xN
(7)
where A is the scaled sin/cos table (αi = (i − 1)ϕ) and X
is a vector of IF signal samples.
For matrix multiplication there are known methods
allowing us to detect and correct errors made during
computation.
The application of the WCC (weighted
checksum code) method [30] to (7) leads directly to (8):
⎡
⎡
⎤
⎤ ⎡x ⎤
1
I
sin α1 sin α2 · · · sin αN
⎥
x
⎢ Q ⎥
⎢cos α1 cos α2 · · · cos αN ⎥ ⎢
2⎥
2
⎢
⎢
⎥=
⎥⎢
⎥
⎢
.
⎣CS1 ⎦ N ⎣ pcs1
pcs2 · · · pcsN ⎦ ⎣ .. ⎦
CS2
qcs1
qcs2 · · · qcsN
xN
⎤
⎡
A
(8)
= ⎣P CS ⎦ X
QCS
where P CS and QCS are checksums calculated according
to (9) using coding vectors p and q .
P CS = pA = [1 1]A
QCS = qA = [1 2]A.

(9)

The vectors p and q must be linearly independent for
the WCC method to be effective [31]. Several formulae
for p and q vectors were proposed for the general case of
matrix multiplications (average and weighted average vectors,
periodic vectors, normalized vectors, etc [31]). Since the
matrix A in (7) consists of only two rows of coefficients, the
simplest formulae (9) fulfil the requirements while leading to
straightforward implementation in FPGA.
The error detectability and correctability of the WCC
method depends on accuracy of computations. Numerical
errors made during computation (truncation, overflow) can
produce the same effects as SEU-driven errors.
The
WCC method is capable of detecting and correcting all
single SEU-generated errors assuming there is neither
number truncation nor overflow during computations.
Therefore, the application of fixed-point arithmetics with
long enough multipliers and accumulators is appropriate
for FPGA implementation. For given p and q formulae
(9) the minimum length of registers accumulating CS1
and CS2 is respectively 1 and 2 bits more than the
minimum length of I and Q accumulators. The detailed
analysis of the required length of registers is presented in
section 5.
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Table 1. Syndrome values and their meaning.
S1

S2

Meaning

0
=0
0
=0

0
0
=0
=0

No errors
Error in CS1
Error in CS2
Error in I or Q

After the cycle of operation (processing of N samples of
IF signal) the accumulated values of I, Q, CS1 and CS2 are
accessible and the syndromes S1 and S2 determining the status
of computations have to be calculated according to (10):
S1 = I + Q − CS1
S2 = I + 2Q − CS2 .

(10)

The meanings of various syndrome values are collected
and explained in table 1. Non-zero values of syndromes S1
and S2 indicate that an error has occurred during computation.
If both syndromes S1 and S2 (the last row in table 1) are
non-zero the correction of I or Q value is necessary. Depending
on the difference between S1 and S2 either I or Q is corrected
by S1 value (11):
if(S1 = S2 ) ⇒ I = I − S1
if(S1 = S2 ) ⇒ Q = Q − S1 .

(11)

In other cases (the first three rows in table 1) no correction
is needed since there was no error in computation or error
appeared in checksums and I or Q have correct values.
For diagnostic purposes all detected errors should alert the
supervising system. Errors happening only rarely indicate
SEU in working registers. Such errors are corrected internally
by algorithm and no further action is required. High frequency
of detected errors points to SEU in coefficient tables or the
FPGA configuration memory. In such a case it is necessary
to read and compare the coefficient tables by the supervising
system. If inconsistency in these tables is detected the tables
should be reloaded clearing the source of errors. Otherwise
if the contents of tables is correct the SEU appeared in the
configuration memory of FPGA and an interrupt in circuit
operation is required in order to reboot the FPGA.

5. VHDL implementation
The algorithm described in section 2.2 together with
modifications described in section 4 have been implemented
in Xilinx Virtex2 Pro FPGA (the XC2VP30 chip of SIMCON
3.1 board [36]). The algorithm and its implementation will be
tested in the FLASH accelerator after the upgrade of the LLRF
control in FLASH. A simplified block diagram of the circuit
is presented in figure 2. The main part consists of four almost
identical MAC (multiply and accumulate) units computing the
multiplications of rows of A/P CS/QCS matrix and vector
of signal samples X (8) using fixed-point arithmetic. The
sin/cos /pcs/qcs tables are stored in separate RAMBLOCKs
[37] coupled with multipliers and can be downloaded through
external VME interface.
The implementation was done for the IF signal (fIF =
1 MHz) sampled with 14 bit ADC with sampling rate fS =
50 MHz, therefore N = 50. The internal FPGA multipliers
(signed 18 × 18 bits) were used in MACs. The samples of
2408

Figure 2. The block diagram of implementation of the IQ detection
algorithm with SEU tolerance, Sxxx—accumulators in MACs (SI,
SQ, SPCS, SQCS), Rxxx—result registers (RI, RQ, RPCS, RQCS).

the IF signal come from ADC as a 14 bits number coded in
signed 2’s complement format (with range [−213 , 213 [). They
are sign-bit extended up to 18 bits and connected to one of the
inputs of the MAC. The second input of the MAC is connected
to the memory blocks containing tables of sin/cos /pcs/qcs
coefficients (written in 2’s complement fixed point format
±2.15 bits, i.e. scaled by 215 and written in 18 bit long
words). The final scaling by 2/N is realized by ‘wire shift’
and therefore sin/cos /pcs/qcs coefficients tables require
additional scaling. The factor 2/N = 2/50 = 0.04 was
decomposed into F · 2K = 1.28 × 2−5 and sin/cos /pcs/qcs
are multiplied by F = 1.28. The scaled sin/cos /pcs/qcs
coefficients fit well with fixed-point format ±2.15 since
even for qcs (the biggest magnitude of coefficients) the
F · max(abs(qcs)) = 2.86 and the range of numbers that can
be written in ±2.15 format is [−4, 4[. This means there is even
some more room (≈40% of the range) for signal calibration
(section 2.3).
The results of multiplications are accumulated in Sxxx
accumulators without truncating less significant bits. The
required length of accumulators can be calculated assuming
no overflow is possible for any input signal. Taking that into
account the required length of SI accumulator is log2 (F · 215 ·
N · 2/π · 213 ) = 33.3 so 34 bits are needed plus 1 bit for sign.
In total 35 bits are needed in SI/SQ registers and 36 and 37
bits are needed for SPCS and SQCS registers respectively.
After the cycle of operation the results from MAC
accumulators (Sxxx—figure 2) are transferred to result
registers (Rxxx). The Rxxx registers are pipelines allowing
error correction while the next cycle of partial sum calculation
is executed in MAC units. The correction module is purely
combinational and implements equations (11).
In order to perform final scaling of the resulting I and Q
values the contents of RI and RQ registers are shifted right
by 17 bits giving results written in fixed-point format ±1.16
(scaled by 216 ) in 18 bit long word.
Table 2 presents the XC2VP30 resource utilization for
the 8-channel IQ detector with implemented calibration, SEU
tolerance and VME interface. The comparison of resource
utilization of the IQ detector with and without SEU tolerance
(table 2 and table 3) shows that the resource overhead for SEU
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Table 2. FPGA resource utilization for the 8-channel SEU-tolerant IQ detector.
Resource

Utilization

Number of slices
Number of slice flip flops
Number of four input LUTs
Number of BRAMs
Number of MULT18X18s
Number of GCLKs

2391 out of 13 696, 17%
2026 out of 27 392, 7%
4355 out of 27 392, 15%
32 out of 136, 23%
32 out of 136, 23%
1 out of 16, 6%

Design statistics
Minimum period: 8.532 ns (maximum frequency: 117.206 MHz)
Minimum input arrival time before clock: 8.299 ns
Maximum output required time after clock: 10.388 ns
Maximum combinational path delay: 16.754 ns

Table 3. FPGA resource utilization for the 8-channel IQ detector
(without SEU tolerance).
Resource

Utilization

Number of slices
Number of slice flip flops
Number of four input LUTs
Number of BRAMs
Number of MULT18X18s
Number of GCLKs

1277 out of 13 696, 9%
1104 out of 27 392, 4%
2137 out of 27 392, 8%
16 out of 136, 12%
16 out of 136, 12%
1 out of 16, 6%

tolerance is considerably less than the overhead generated by
application of other methods (e.g. TMR requires more than
triple the amount of resources needed for the version without
SEU tolerance).
The SEU occurrence may happen in all registers and
memory blocks of the circuit. These places are indicated
by small lightning symbols in figure 2. All of these SEUgenerated errors (except errors in output registers) can be
detected and amended in the correction module assuming that
during the operating cycle only a single SEU can happen. The
errors in the output registers should be treated separately and
corrected by the application of error-correcting codes (e.g.
Hamming codes [27]).
Additionally, SEUs can occur in the configuration
memory of the FPGA changing the interconnections and/or
functionality of components. One of many possible examples
of error is a short to ‘1’ or ‘0’ of one of the bits in the SI register
due to SEU in the routing part of configuration memory. In
such a case every time this bit produces an error in the result
value (it may not always happen, e.g. permanent ‘0’ in the
most significant bit and result value low enough to not set
this bit), the error is detected and amended in the correction
module. The detected errors should be monitored and analysed
by the monitoring system. When the symptoms indicate the
possibility of SEU in the FPGA configuration memory the
FPGA should be reconfigured by external circuit.
The only errors that can be undetected (and uncorrected)
are multiple errors or errors in the correction module. The
consequences of such errors will be the miscalculation of the
field in the cavity and later generation of wrong controller
output signal (figure 1). The quality of field regulation in the
cavity will be temporarily degraded. The wrong controller
output signal can also overload the klystron and activate the
interlock system, thus interrupting machine operation. In
general, the performance and accessibility of the machine can
be affected.

Multiple errors happen very rarely and even then most of
the multiple errors can be detected (but probably not corrected)
by the algorithm. The only case when multiple errors will not
be detected is when they modify several registers but keep
syndromes in (10) equal to 0 (as it is when there are no errors).
Such a situation can occur e.g. when SI, SPCS and SQCS
registers are simultaneously affected by bit flips in the same
positions. The probability of such an event is very low and
in all other cases the SEU will be detected, however after
detection of the error the successive correction action will not
bring the expected results. In the case of multiple errors the
correction may not only not amend the error but even make it
worse. The particular scenario depends on which registers are
affected by errors. On the other hand, multiple errors occurring
in the same register will be corrected by the algorithm; there is
no difference between single and multiple errors in the affected
register.
The correction module does not contain any registers
(it is a pure combinational circuit) and therefore SEU can
only happen in its configuration memory leading in the
worst case to a malfunction of the circuit even when all
intermediate results are calculated correctly. The probability
of SEU in the configuration memory is roughly proportional
to the surface occupied by the circuit. Since the correction
module is relatively simple and small (it consists of only
two adders, comparator and multiplexer) in comparison to
the other parts of the IQ detector (coefficient tables, MAC
units) the probability of SEU occurrence here is relatively
small compared to the rest of the circuit. The application
of the proposed algorithm therefore improves the effective
reliability of the system; however the exact performance
figures require further experimental investigation. One can
estimate the reliability increase comparing the circuit areas
sensitive to SEUs. If the IQ detector without SEU tolerance
occupies area SSS of the FPGA surface (the whole area
SSS is SEU sensitive) then the SEU-tolerant version of the
IQ detector occupies area SST ∼
= 2 · SSS + SCM and only
the area occupied by the correction module SCM is SEU
sensitive. Therefore the reliability boost (assuming the area
occupied by the correction module is about 10% of the whole
SEU-tolerant IQ detector) is SSS /SCM ∼
= 5 while the resource
consumption increases roughly by a factor of 2.
Additionally, the external system should frequently
check the configuration memory by configuration readout.
Unfortunately, the Xilinx chips require stopping FPGA
operation before readout [37]. In the case of the LLRF system
2409
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Figure 3. The simulation result of circuit operation without the presence of SEUs (time scale in µs). The data-flow in working registers is
pointed out.

for the linear accelerator working in the pulse mode (like XFEL
[1]) this is not a problem since there is enough time between
pulses to perform such a test.

6. Simulation of circuit operation
In order to prove the SEU tolerance of the algorithm and its
implementation the VHDL simulation of the circuit operation
has been performed. The simulation method applied here was
verified earlier by simulation of SEU appearance in the SRAM
memory operated in radiation environment [38]. In order to
complete simulations of the circuit in a reasonable time the
SEU rate was increased by ten orders of magnitude compared
to the measured value obtained for SRAM memories [28].
Therefore, the time scale of the presented results must not be
treated literally.
The IF input signal for all the simulations is sinusoidal
with frequency fIF = 1 MHz and amplitude A = 0.9 of ADC
input range. The starting phase of the IF signal is equal to 0◦ .
The ADC sampling rate is fS = 50 MHz and therefore one
cycle of algorithm takes 1 µs with the number of processed
signal samples N = 50.
The expected output from the IQ detector is therefore
I = 0.9 (in the fixed-point format ±1.16 this is equal to
I = 58 982) and Q = 0. Figures 3–5 present the time
waveform of chosen internal signals of the IQ detector during
operation. The contents of all working registers Sxxx, Rxxx
and output registers I and Q are presented. Additional
signal SD (SEU detected) active high shows the status of
circuit operation. When after counting N signal samples
the trigger signal FSYNC appears (figure 3), the contents of
Sxxx accumulators are transferred into Rxxx registers and the
accumulators are cleared. Using the Rxxx registers (figure 2)
2410

the final I and Q outputs are calculated and optionally corrected
(in the case of detected error).
In the absence of SEU-generated errors the waveforms
in Rxxx and output I and Q registers are constant (figure 3),
since in every cycle of algorithm the same value is latched in
the registers (for the same input signal the intermediate results
and output I and Q values do not change). Only the contents
of accumulators Sxxx changes with every ADC input sample
corresponding to the accumulated result.
SEU-generated errors affect the circuit operation by
changes in working registers (figure 4). Each lightning symbol
in figure 4 pinpoints one SEU occurrence. Only a few such
occurrences are shown out of the many simulated here. The
lightning symbol identifies which register was affected by the
SEU and at what time this happened. Not all SEUs have direct
impact on the calculation results. If the register contents after
SEU occurrence are immediately overwritten by a new value
the SEU is ignored. Therefore not all SEUs generated in the
circuit were detected (SEU detection is indicated by a high
level of signal SD). It can also be noted in figure 4 that no
SEU-generated errors affect the contents of I and Q registers
(confirming the proper operation of the circuit), except the one
SEU occurring directly in the Q register at about t = 580 µs.
The output registers I and Q are beyond the control of the
computational algorithm and therefore SEUs occurring in
these registers cannot be corrected without additional tools.
However such errors can be easily detected and corrected by
applications of error-detecting codes [27] in these registers.
The SEU in configuration memory may lead to various
effects in circuit functionality and FPGA routing. However,
they can be detected by the algorithm if the changes result
in numerical errors during computation. Figure 5 presents
the circuit operation in case of SEU in FPGA configuration

SEU-tolerant IQ detection algorithm for LLRF accelerator system

Figure 4. The simulation result of circuit operation in the presence of SEUs in working registers (time scale in µs).

Figure 5. The simulation result of circuit operation with SEU appearing at t = 97 µs in the FPGA configuration memory causing a stuck
‘1’ in the 23rd bit of the SI accumulator.

memory resulting in a stuck ‘1’ in the 23rd bit of the SI
accumulator. In this case every processing cycle leads to error
detection (SD signal is permanently high). However, it is still
possible to compute proper output I and Q values. Similar
effects will appear when SEU occurs in sin/cos /pcs/qcs tables. The supervising system will be alerted by high frequency
of SEU detection and should check and restore the data.

7. Conclusion
Electronic equipment operating in a radiation environment is
exposed to disturbances coming from ionizing radiation. With
technology advances the temporary effects (SEU) become one

of the main limitations in expansion of circuit complexity.
Therefore SEU countermeasures are very desirable, especially
in particle accelerator applications. This paper presents a high
level algorithm and its FPGA implementation performing IQ
detection of sinusoidal signals. The FPGA implementation
issues are discussed and the simulation results of the
circuit operation in the presence of neutron radiation are
presented. All single SEU occurrences in working registers
and coefficient tables were detected and corrected by the
algorithm except those occurring directly in output registers
(they must be treated by other methods—this is a reason to
secure output registers by error-correcting codes [27]). All
other SEUs were corrected properly while using a significantly
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lower amount of FPGA resources compared to the TMR
method.
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